
Why you need a ‘human-centred’ 
approach to security

MORE THAN 23% OF UK OFFICE WORKERS USE UNSECURE PUBLIC FILE SHARING FOR SENSITIVE DOCUMENTS*

People are not taking data security seriously, according to a survey that Sharp carried out with  
1,000 office workers in the UK. This is putting businesses at risk of avoidable security breaches, which 
could result in penalties, loss of intellectual property and employee distress.

We asked security and privacy expert Dr Karen Renaud to explain why data security might 
be a low priority for workers and how businesses can change this to make sure they are  
properly protected.

Whitepaper

*Research conducted in April 2016 by Censuswide on behalf of Sharp Europe.
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A ‘human-centred’ approach to security

The survey of 1,000 UK office workers found that many people do not pay attention to security policies.  Unless 
businesses fix this problem, they are at risk of avoidable beaches that could result in penalties, loss of intellectual 
property and employee distress. 

Research was conducted with 6,045 office workers in nine EU countries (France, Germany, UK, Italy, Sweden, Poland, Netherlands, Czech Republic and 
Hungary), including 1,006 office workers in the UK. 

*119 respondents identified themselves as working in an HR department.
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A ‘human-centred’ approach to security

• One in twelve (8%) of those questioned said that they have had access to confidential information that they 
should not have had.

•  23% of those asked said they used public file sharing sites without business approval.

•  Almost a third of respondents (31%) admitted to 
ignoring office protocol and taking work home to 
complete.

• Not following company policy was common: almost 
a quarter of workers surveyed (24%) admitted to 
storing work information in the public cloud even 
though they are not permitted to.

• This includes 30% of those surveyed who work in HR 
departments, potentially jeopardising personal 
data*.

*119 respondents identified themselves as working in an HR department .
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A ‘human-centred’ approach to security

We asked security and privacy expert Dr Karen Renaud to explain why data security might be a low priority for 
workers. Below Karen explains how businesses can change this to make sure that they are properly protected from 
external and internal threats.

8% OF WORKERS HAVE HAD ACCESS TO CONFIDENTIAL 
INFORMATION THAT THEY SHOULD NOT HAVE HAD

Analysis and advice from Dr Renaud

I was not surprised with the findings of the Sharp 
survey. In fact, it supports other research that has 
been carried out by the Pew Research Centre in the 
US about attitudes to security and personal 
information.

Employees have a responsibility to be security aware, 
however, I don’t think that employers are really 
shouldering their part of the burden properly.
 
Many small businesses approach security by simply 
getting employees to sign a security policy. They are 
being unrealistic thinking that it’s sufficient to just 
give people a list of instructions.

Instead, you have to follow a human-centred approach. 
 
This means respecting the fact that we’re human, that 
we’re fallible in some areas and that any amount of 
instruction is not going to help to ensure secure 
behaviours, on its own.

What is needed is a solution that uses equal parts 
technology and education.
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A ‘human-centred’ approach to security

Why we don’t take security seriously

Many companies think they can solve the problem of 
security with written policies. However, I believe we 
need to be a little more realistic, as controlling human 
behaviour is one of the hardest things to do.

We have to understand that it’s really complex to 
control humans and to get them to do things in a 
certain way, especially when that activity is a habitual 
activity. 

As humans, we learn new skills and every time we 
repeat the learned behaviour it becomes more 
automatic. Anything you do regularly is pushed 
down to the automatic part of the brain. So, asking 
people to check every email carefully to see if it’s a 
phish, for example, is unrealistic. It’s not the way the 
human brain works. We assume that things are fine if 
they usually are fine, and that rare phish message 
catches us off-guard. 

41% OF WORKERS USE THEIR OWN DEVICES AT 
WORK BECAUSE THEY ARE EASIER TO USE

Another problem is that while we may instruct 
employees to act and respond in certain ways, 
organisations are often bombarding employees with 
mixed messages. 

Take email as an example. A business may ask people 
to be wary of links but then send frequent internal 
emails containing links, which employees are 
expected to click on and take notice of. 

People often don’t think a security breach is going to 
happen to them because the human brain has not  
evolved as fast as technology. We’re wired to react to 
things that harm us immediately. Therefore, it’s hard 
for humans to see the consequence of poor security 
when there are no immediate consequences. 

For example, you choose a poor password and 
nothing happens, you keep on using poor passwords 
and this way of thinking becomes engrained. You 
don’t think a breach is going to happen as a 
consequence of what you are doing. Then, years 
down the line something bad happens and it comes 
as a nasty surprise. 
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A ‘human-centred’ approach to security

Building a security culture 

People learn by watching how other people behave 
inside an organisation, so that’s what businesses 
should focus on: building a culture of security.

This can start very simply with the right training. 
However, you also have to make sure the training is 
not only relevant but also interesting and varied. You 
can’t just ask people to follow a webinar and expect 
that to make a difference.

It is easy for organisations to see training as a vaccine, 
to think that ‘we’ve vaccinated everyone so now we’re 
sorted’. However, we know from experience that 
people will get training, start to behave securely and 
then, over time, the effects start to peter out and the 
secure behaviours start to become onerous. So, you 
can’t just build awareness once, you have to keep on 

delivering training and conduct awareness drives.
Employees need to understand the issues around 
security and why it’s important because they will be 
balancing security with getting their job done.

There is a thin line organisations need to tread 
between being overly secure and being insecure. 
Organisations need to balance security with not 
restricting people from being able to do their jobs 
effectively. The minute that security becomes too 
much of an obstacle, they will look for a way around 
it. There needs to be an open culture  
so that businesses know that this is  happening and 
can re-draw the line and find better ways to stay 
secure.

23% OF WORKERS SAID THEY USED PUBLIC FILE 
SHARING SITES WITHOUT BUSINESS APPROVAL
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A ‘human-centred’ approach to security

Designing security into systems 

When looking at creating a security policy, 
organisations need to consider how they can design 
into the system something that prevents security 
breaches. In this way, the organisation only puts the 
burden on the user when there is no other choice. 

Printers are a great example of this, as they can be 
easily set up to make sure data stays private. Normally, 
in a small office, people press the button for Print 
and, unless the work is urgent, they collect the pages 
at some later point. During this time the printed 
information, which might be confidential, is lying 
there, at risk of being seen by anyone.

However, with many printers you can add a level of 
security, such as a code or an ID card reader at the 
printer, that needs to be used before the print job is 
processed. In that way, only once the user is standing 
in front of the printer can they retrieve their work. It 
makes insecure behaviour impossible without the 
user needing to put in any extra effort. They have to 
go and fetch the printout anyway, so you’re not 
adding an extra burden.

There are many safeguards like this that can be built 
into the office environment. However, you need to 
have expertise in many areas, so outsourcing to the 
right providers is often advisable for small businesses. 
People with specialisms in other areas cannot be 
expected to know everything about cyber security 
themselves.

59% OF WORKERS SAID THEIR COLLEAGUES LEAVE 
PRINTED PAGES IN THE PAPER TRAY
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A ‘human-centred’ approach to security

Public versus private systems 

Increasingly, public file sharing tools are becoming 
commonplace within businesses, potentially putting 
information at risk.

As a company, instead of trying to forbid their use, 
you need to examine the reasons why people are 
using such services, and what information they are 
storing there. 
 
Most people use file-sharing tools as it’s the easiest 
way to share data with colleagues at a different 
location or site.

If you think those reasons are valid, you need to give 
them a more secure alternative. If you don’t, then they 
are going to continue using public sharing sites and 
they are going to do it secretively as they know you 
don’t want them using it. 

Sharp found that 24% of people store work information 
in the public cloud even though they know they are 
not permitted to; I wouldn’t be surprised if that figure 
is really higher.

Rules can be created that help make things easier and 
clearer. For example, setting parameters that sensitive 
data cannot be moved or transferred and is stored in 
one location, while non-sensitive data is stored 
elsewhere and can be freely shared.

In conclusion
 
People are not computers and cannot be programmed.  
A human-centred approach is essential to your security: 
design for humans and not for robots.

Organisations should use technology wherever they 
can to make the most secure option the automatic 
option. 
 
However, businesses need to balance the level of 
control so as not to prevent people from doing their 
job efficiently.
  
When security policies prevent people from doing do  
their job properly, then it’s time to reassess the 
technology being used.
 
Only by combining technology, education and a human-
centred approach to security can a business strive to be 
secure.

But remember, there is no perfect vaccine, its a journey 
we all must continue to make.

24% OF WORKERS STORE INFORMATION IN THE 
PUBLIC CLOUD EVEN THOUGH THEY ARE NOT 
PERMITTED TO
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Sharp solutions

Sharp offers a wide range of security solutions for your organisation. From security features built-in to Sharp’s 
Multi-Functional Printers (MFPs) hardware, to secure print management solutions, a Cloud-based service for 
storing and sharing electronic files and managed IT Services including PC protection and secure back-up. Whatever 
your business size, we can help you protect your information, without putting any extra burden on your team. 

•  Authentication 
User authentication and print retention mean that 
printed documents do not collect in an MFP’s output 
tray, at risk of being picked up by anyone in the 
office.

•  Access 
Hackers may try to access sensitive user information 
and address book listings stored on an MFP’s hard 
drive. Sharp MFPs help address this threat with 
secure administrative passwords, IP and MAC 
address filtering, port control and multiple means 
of user authentication. Sharp’s Data Security Kit 
(DSK) includes data encryption technologies to 
make it virtually impossible to intercept or recover 
any residual data from a Sharp MFP.

• Secure Scanning
Select Sharp MFPs also employ a scan-to-home 
feature that helps ensure scanned images are stored 
appropriately. This means that sensitive information 
isn’t accidentally scanned and saved to the wrong 
network folder. Protection for sensitive documents 
can also be assured through Sharp-encrypted 
Adobe® PDF files for scanning and printing.

•  Mobile Access
Many people now use mobile printing. Sharp 
provides a secure way for mobile users to connect 
with the corporate network via the MFP through 
user authentication, a secure internet-based 
protocol and holding the document to be printed 
until the user is at the device.

•  Audit Trail 
To protect against threats, you need to be able to 
pick up any suspicious activity. Granular audit trail 
and job log features from Sharp provide 
comprehensive auditing of all user and device 
activity.

•  Safe Disposal 
When your device is ready to be retired, most Sharp 
MFPs offer standard End-of-Lease features to 
ensure that all confidential data is deleted and 
overwritten.

Security is built in to Sharp MFPs

Today’s intelligent MFPs and printers, which sit on corporate networks, include many of the same data 
communications and information storage capabilities found on PCs, therefore, you should pay as much attention 
to securing your MFPs as securing your computer devices. Sharp MFPs have many built-in security features which 
protect against the threats you might face: 
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Sharp solutions

Sharp Optimised IT Services

Sharp’s Optimised IT Services give you everything you need to build and maintain a reliable, resilient IT infrastructure 
that’s fit for the future.

When you come to Sharp to manage your IT services, the first thing we do is carry out a network assessment of 
how vulnerable your computer systems are to cyber-attack. We then work with you to fix your existing vulnerabilities 
to make sure that the fundamentals are in place to secure your network.

An important part of securing your network is to take care of simple IT processes. These are often overlooked by 
SMEs, for example: 

• Access 
Making sure user accounts are deleted when people 
leave the organisation, so that access is not left 
open to anyone who has these credentials. Ensuring 
passwords are changed regularly and are not easy 
to guess.

• Updates 
Keeping patching up to date. Patching is critical for 
blocking known security holes in computer systems.

• Virus Protection
Ensuring anti-virus is kept up to date. Subscribed 
services that are not updated are a major cause of 
data breach and ransomware.

• Backups 
Backups are your last resort if you suffer a malware  
and ransomware infection. Often backups are not 
in place, or if they are they are seldom tested, so in 
reality there’s no safety net if the worst happens.

• Access
Easy authentication via network username and 
password or ID card.

• Permissions
Manage MFP function and feature access by user or 
by department to improve security.

• Visibility 
Track all activities. Manage and monitor print/copy/
scan activities to track spending and to optimise 
resources.

• Cost Recovery 
By billing clients back for the work you do for them.

Optimised Software Solutions: Output Management

Sharp offers print management solutions for all types of organisations, regardless of size, to help manage and 
allocate print costs. In addition to a built-in billing code and print release features, Sharp MFPs and printers are 
compatible with various output management applications, which offer simplified access-control and cost recovery 
features. Benefits include:
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Sharp solutions

Document Management and Workflow: Cloud Portal Office 

Sharp Cloud Portal Office is an award-winning secure document management and collaboration software service 
for storing and sharing electronic files and scanned documents. Fully integrated with Sharp MFPs and Sharp BIG 
PAD interactive display systems, Cloud Portal Office helps you to work more efficiently and is a secure alternative 
to employees using public cloud services. 

• Access
Cloud Portal Office offers security features that 
meet industry standards for SaaS (Software as a 
Service) applications, with firewalls installed at 
external and internal boundaries of the network to 
protect against unsecured connections and traffic. 

Customers are provided with their own Cloud 
Portal Office private instance, with security policies 
that can be set by the business, providing maximum 
security from outside attacks and unauthorised 
access.

• Visibility 
All data on Cloud Portal Office is kept within the 
overview of your IT administrator. Each company 
account is provided with logins for one or more 
Business Administrators. These admin logins are 
typically used by IT staff to monitor and manage 
users within their company accounts.

• File-Sharing 
Cloud Portal Office gives you tight control over who 
can access, edit and share your files. When you 
share a file or folder with a colleague you can set 
different permission levels from read only, to read, 
write, delete and share. 
 
You can also send files to people not using Cloud 
Portal Office via an expiring link, giving people the 
access they need to do their job, but minimising 
security risks. 

• Mobile Access 
Balancing security with accessibility, Cloud Portal 
Office gives you easy “On-the-go” access to stored 
content. Users on mobile devices installed with the 
Cloud Portal Office app can retrieve documents 
over a secure SSL connection. For additional security 
users need to authenticate themselves before they 
can access data, their credentials are encrypted on 
their device and all system access is encrypted too. 

In case of a mobile device theft, you can reset your 
password from the browser.



Here at Sharp we’re constantly innovating to ensure that we help unlock more for businesses. Our connected 
technologies have revolutionised the way that businesses engage with information, technology, and each other, 
and we want to do the same for you too. Find out how we can unlock potential in your business today.

Inspiring ideas from technology

www.sharp.co.uk

Welcome to Sharp


